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Introduction ’s Ruhr Master School
5 . of Applied Engineerin
Increasing number of loT units R

Internet of Things units installed (in billions) worldwide*

2 6.5 Dbillion connected
20 ma . things“in 2016
15 mmail Up 30% from 2015
10 — .
A forecast expects 5
5 B in 2020 over 20 billion E
connected ,,things* =
2014 2015 2016 2020 g

_ Reference: Gartner Inc., November 2015
*Excluding PCs, tablets and smartphones
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Introduction ﬁRuhr Master School
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Vulnerabilities of IoT devices

Reference: IoT research Study 2015 (HP Enterprise)

90% of devices collected at
least one piece of personal
Information via the device,
the cloud or its mobile
application

60% contained
vulnerable user
Interfaces and/or

vulnerable firmware

80% of devices failed
to require passwords
of sufficient complexity
and length

70% did not encrypt
local and remote traffic
communications
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Introduction PAJ Ruhr M
Several reports of insecure lIoT systems

loT-DDoS-Botnet Mirai
About 1 million infected 0T devices
Consists of products including routers, security cameras, printe

digital video recorders

of Applied Engineering

rs and

Botnet source code uses a list of default username and password pairs

Achieves a capacity of 700-800 Gbps in peak over 1.1 Tbhps

= DDoS attack against the blog of an security journalist (23.09.2016)

= DDoS attack against Dyn that impacts Amazon, Twitter, Spotify, Netflix and

many other services (21.10.2016)
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Remarks to Cyber Physical Systems A Ruhr Master School
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Cyber-Physical Systems (CPS) are characterized by the linking of
« physical (real) objects/processes

« information-processing (virtual) objects/processes

via information networks

Reference: Association of German Engineers (VDI)

loT backend system

1
Smart Smart Smart
Device Building Building

Controller Manager Server

loT inhouse system
Example architecture
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Remarks to Cyber Physical Systems
Important fields of applications

Drivers in many
product innovations,
and enablers for

many future-oriented
technologies @

Fields of

for CPS

applications
Auto-
motive

Wear- Smart-
ables phones
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Principles of Security and Privacy f\) Ruhr Master School

Basic Principles

of Applied Engineering

General security threats are:

The system can be entered or taken over (Hacking).

Sensitive data can be stolen or spied out.

Access to the system can be prevented or sensitive data can be deleted.
Data can be modified or falsified.

To get access to the system a false identity can be pretended.

Primary goals are to ensure the

Confidentiality—> Information is only for authorized entities availiable
Integrity - Means accuracy, consistency and completeness of data
Availability - Information is available when it is needed

Authenticity -> Means verifiability and trustworthiness of data
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Principles of Security and Privacy f& Ruhr Master School
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Challenges

« Already during the design phase especially in security-critical application
areas the careful consideration of security and data protection aspects are
required.

—> Security/Privacy by Design

« Cyber Physical Systems are usually characterized by relatively small
computing capacity and high requirements regarding energy efficiency.

- lack of power costs security
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Principles of Security and Privacy f\ Ruhr Master School

Fields of application

Security of following fields has to be taken into account:

Architecture Hardware

of Applied Engineering
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CPS system architecture

Example: smart building architecture (SBA)

Smart
Smart
Building

Services Serve

External Entity

Building

Internet

loT Middleware

£

Building Condition
Repository

SDC

loT Interface

Visualisation

IP network

Security Aspects of Cyber Physical Systems and Services

Fieldbus

\

network

& Ruhr Master School
of Applied Engineering

Smart Building Server

Long term status/data storage
Different Smart Building
Services

( e.g. control/supervision/prediction)
Smart Building Manager SBM
Proxy features/ WebServices
Providing near real-time
status/data exchange

Local smart service engine
Smart Device Controller SDC
Mapping of fieldbus protocols

to a uniform data structure
Support of multiple fieldbus
protocols
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Security concept #AJ Ruhr Master School
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Trusted entities i e

» Only trusted entities are allowed to connect to the IoT system

» The loT-interface provides RESTful WebServices

« Mutual authentication between |oT system and trusted entities prevents man-
in-the-middle attacks

« Usage of certificates over an ITU-T X.509 standard conform public key
infrastructure

N loT backend system

1
Smart Smart Smart Trusted
Device Building Ee Building external

Controller Manager Server e ntity

loT inhouse system
Trusted
internal
entity
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Security concept FAJ Ruhr Master School
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Authentication ’

« Password policies make sure that only strong and complex
passwords are used for the user/role-based authentication

A randomly

generated

Security Token ) @ ﬂ S| Y o ecendorse

is provided after D | Smart e
a succesfull Server entity
|Ogin to the loT inhouse system 0

system internal

entity
+
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Security concept P Ruhr Master School
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Authentication

* Only hash values of passwords are processed system-wide

« Token loses validity after expiration or termination of session

« A (Linux) tool detects a number of failed login attempts and locks the
login process for the source IP address area for a pre-defined time
(prevention of Brute-Force-Attacks)

loT backend system

Trusted
external
entity

Smart
evice uilding | ( Building

loT inhouse system
Trusted
internal

entity

= B —
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Interfaces
T I
| |
URL Method Content type : —l 1..n : PY ProceSSIng Of a
matching| matching . matching | ol |
, } L [ Smart Device | | | ! HTTP request on
M Authentication/ @ : Controller : the SBM:
g > 2 | Access Control : :
5 2|8 ¥ | ! .
©g (5|5 pedmeter I ' Passing parameter
== 2 |< Check
25 gls. ;f _________ L] al| | checkto prevent
o S |o! .
S G (T senviee | H . Attacks like SQL-
© ! La‘rer ransmisson channe | I I I
g’ Il _____________ @T_se_cured o:e':'ll'LS ! Hi i InJeCtlon
” : |
L | |
< I |
| |
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Security concept PR Ruhr M
Encryption of data '

» Generally every communication channel must be secured by TLS

aster School
of Applied Engineering

» Only data traffic between the 10T system and authorized external entities is

enabled

» Technical guideline TR-03116-4 defines TLS-parameter to ensure a high level

of security

N loT backend system

1 1
Smart Smart Smart
Device | Building [C Building

Controller Manager Server

Trusted
internal
entity

Trusted
external
entity

@ Transport Layer Security
Encryption
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Security concept
Encryption of data

ﬁ Ruhr Master School
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TLS must secure different protocols within IP-based communication

Interface SBS: HTTP (WebService)

Interface SBM: HTTP (WebService), WebSocket

SBS <-> SBM RMI (Java Remote Method Protocol)

SBM <-> SDC . RMI (Java Remote Method Protocol)

SDC <-> S/A Network : ZigBee, KNX, SML, Bluetooth LE etc.
Network Aspects:

Trusted
external
entity

T inhouse systen

Trusted
internal

[11414%

@ Transport Secure Layer
Encryption

Security Aspects of Cyber Physical Systems and Services

SBM and SDC in separated IP
segment to prevent attacks from the
local network (e.g. VLAN)

WebService of SBM is protected by a

firewall
No open wireless networks
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Security concept
Access control

& Ruhr Master School
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* Access to the sensor/actuator network is enabeld via the component path over
SBS, SBM and SDC

] \
1 1
Smart Smart
Device Building E

Controller Manager

loT inhouse system
Trusted

internal
entity

loT backend system

Trusted
Building extet‘nal
Server entity

Global
Role-
based
ACL

Security Aspects of Cyber Physical Systems and Services

* Role-based ACL controls
the access on device or

even parameter level

« Assign read/write rights to

a user or role

« SBS administrates global

ACL
« SBM administrates a
subset as local ACL
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Security concept
Availabilty

Autonomic Operation

1 1
Smart Smart
Device Building | ¢

Controller Manager | ‘

loT inhouse system
Trusted

internal

loT backend system

Building
Server

Ruhr Master School

of Applied Engineering

» The availability of the
loT inhouse system is
St ensured by the option
LY of an autonomic
operation mode (in
case of a missing

connection to the

Global
Role-
based
ACL

SBS)
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« Current references to security problems of the IoT

» A reference architecture of a Cyber Physical System

* Concept of an CPS and some appropriate security measures
* In the future CPS should meet certain security standards
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Thank you for your attention. www.ruhrmasterschool.de
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