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BSI Smart Metering Infrastructure r/\ PPC
Overview

Power PIus Communications
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BSI Smart Metering Infrastructure ,\ PPC
RO”OUt Plan Power PIus Communications

2014|2015|2016| 2017|2018|2019| 2020|2021 | 2022 | 2023 | 2024 | 2025|2026 | 2027 | 2028| 2029| 2030| 2031

Ab 2017: Verbraucher ab 100.000 kWh: ohne Deckel

Ab 2017: Verbraucher 50.000 - 100.000 kWh und Erzeuger 50 - 100 kW: 200 €/a

Ab 2017: Verbraucher 20.000 - 50.000 kWh und Erzeuger 30 - 50 kW: 170 €/a

Ab 2017: Verbraucher 10.000 - 20.000 kWh und Erzeuger 15 - 30 kW: 130 €/a

Ab 2017: Erzeuger 7 - 15 kW: 100 €/a

Ab 2020: Verbraucher 6.000 - 10.000 kWh: 100 €/a

Ab 2020: Erzeuger ab 100 kW: ohne Deckel

OPTION: Messstellenbe-
treiber kann Rollout erweitern,
wenn er nutzenorientierte
Kostendeckel einhilt.

Ab 2020: Verbraucher 4.000 - 6.000 kWh: 60 €/a

Ab 2020: Verbraucher 3.000 - 4.000 kWh: 40 €/a

Ab 2020: Verbraucher 2.000 - 3000 kWh: 30 €/a

Ab 2020: Verbraucher < 2.000 kWh: 23 €/a

Kostendeckel sind orientiert an Kosten-Nutzen-Analyse und enthalten heutige Messentgelte
in Hohe von 20 €/a fiir Verbraucher und 30 €/a fiir Erzeuger.

Source: BMWi
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BSI Smart Metering Infrastructure sy
PPC SMGW Functionalities pp.BnmPtc

The Smart Meter Gateway is developed to be an external communication
gateway for communication between end-user devices, Meters and the Wide
Area Network.

Major characteristics:

@ Enabled to connect several meters of different
energies of different households to the same gateway
while ensuring data privacy

@ End-User interface to enable access to meter data
and device information

@ Four tariff schemes implemented \

& Proxy functionality implemented for secure connection o @PPCE ~
of external entities and controllable local systems it
(CLS functionality) e j

@ Modularity in WAN communication technologies

e |Pv4/IPv6
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BSI Smart Metering Infrastructure ZPPC

Modularity in WAN communication technologies Pover lus Commurication
ETH CDMAA450 BPL LTE/GPRS
SMGW SMGW SMGW SMGW
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BSI Smart Metering Infrastructure r:‘; PPC
U Se'CaSGS Power Plus Communications

Anwendunaen Smart Meter Gateways Kommunikation

g Ihr SMGW Spezialist fiir alle Das passende WAN fiir

Ihre smarten Losungen fiir Kunden und Liegenschaften Telekommunikationsnetze lhre Strategie GWA EMT
]

& Netzwerk Management

Wir integrieren Backend Systeme

ePrS/LTE B3
- dffentliche/private
Mobilfunknetze

CDMA450 ==
Integration & o
Lésungen
Hybridnetze
LTE-BPL
~ BACKEND /i
BPL =8 IPv4/6 =X : Integration 08
— el®  Meshed privates BPL Netz
Netzwerk
Hybridnetze

Festnetz-BPL

offentliches Festnetz
Fiber, DSL, CATV

Ethernet Eo3
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Functionalities of the HAN interface Z PPC
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OVG rV|eW Power Plus Communications

HAN - Three logical interfaces:
@ Consumer interface (IF_GW_CON)
@ Service technician interface (IF_GW_SRV)

@ CLS interface (IF_GW_CLS)
a Consumer@
1.n .
HAN

Service Technician

Smart Meter Gateway
Source: BSI incl. Security Module
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Functionalities of the HAN interface
Consumer interface

AR
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N

Power Plus Communications

HAN - Three logical interfaces:

@ Consumer interface (IF_GW_CON)

@ Service technician interface (IF_GW_SRV)
@ CLS interface (IF_GW_CLS)

/ 1.n
HAN

Source: BSI
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C LS | nte rface Power Plus Communications

HAN - Three logical interfaces: \

@ Consumer interface (IF_GW_CON) \\\

@ Service technician interface (IF_GW_SRV) N
@ CLS interface (IF_GW_CLS) >

Authorized
External Entity

Consumer
1..n .

Service Technician

Smart Meter Gateway
Source: BSI incl. Security Module
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Amending the BSI Smart Metering Infrastructure to ,-,"L- PPC
Smart Home Applications via the SMGW Pover lus Commurication

Standardisierung

fiir die sektoriibergreifende Digitalisierung der Energiewende

Smart Metering/
Sub-Metering

(Flexibel Tarife/
Weitere Sparten)

Sicherer Betrieb von SMGW-Kommunikationsplattformen fur die verschiedenen Einsatzbereiche

* Bundesamt * Bundesministerium
fir Sicherheit in der fiir Wirtschaft
Informationstechnik und Energie

Source: BMWi, BSI
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Amending the BSI Smart Metering Infrastructure to = PPC

Smart Home Appllcatlons Vla the SMGW Power PIusCommunlcatlons
. \
Connecting Smart Home Systems to... '«
\
.. Consumer interface (blue) N
i \
.. CLS interface (red) \
HAN
Smart Home/Building System
e.g. Meter ﬁmart
Data DB, <> ome . N Consumer
’ ,consumer '
GUI
Interface

e.g. Device Smart CA

Control, ]|, Home

Remote ,CLS*  [{& =

Switching Interface

Smart Meter Gateway
Source: BSI

incl. Security Module
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Using the BSI concept for Smart Home ,,‘f:-
Applications & Services .E!:tc

Required Elements:

Driver for the Consumer Interface of the Smart Meter Gateway
« to read out meter data (generally supports generation as well as consumption data of
electricity, gas, water, and heat meters)

Driver for the CLS interface of the Smart Meter Gateway

« for secure interconnections between external service providers such as the DSO and
the energy provider with the Smart Home System.

« This allows the end-user to to switch loads and generation units in reaction to price
signals or external switch requests. At the same time this switching process is
reproducible by the service provider to be accounted for in the billing process.

« Secure proxy connection for any Use case which requires a connection from a house
hold to an external market entity

Concept for backend connection
« Smart Home Service is authorized external market entity

- - © PPC 2017, www.ppc-ag.com 16



Amending the BSI Smart Metering Infrastructure to
Smart Home Applications via the SMGW

AR
'f"//»n"ﬂ-\\\‘
| aller”

Power Plus Communications

BSI Smart Metering Infrastructure

HAN: Three logical interfaces

Connecting Smart Home Systems

Implementation Example

Consumer Interface Binding

CLS Interface Binding

Conclusion & Next Steps

- - © PPC 2017, www.ppc-ag.com

17



Implementation - Example OpenHAB R
P e O = PPC

Power Plus Communications

openHADB
gisempowering the smart home

OpenHAB is a vendor-neutral open source home automation software

« Connectivity to different smart devices and services through bindings
« Different user interfaces

 Provides API to third-parties

 Will be used as device Gateway in AnyPLACE

Idea: Include openHAB (and all connected devices) into the BSI infrastructure

- - © PPC 2017, www.ppc-ag.com 18



Result Recovery Potentials
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Power PIus Communications

OpenHAB provides bindings for many services and devices. Further are

expected to be developed in the future.
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Implementation HAN Consumer Interface in Smart r,"L- PPC
Home Systems — Example OpenHAB Pover lus Commurication

OpenHAB HAN Consumer Interface binding characteristics:

SMGW abstracted as openHAB gateway

« Abstraction of meters connected to the SMGW as openHAB things

« Auto-configuration: Automatic detection of all meters connected to the SMGW

« Two Authentication Procedures realized:

Username & Password

Certificate-based

© PPC 2017, www.ppc-ag.com

= Configuration » Things

Electric Meter

(01005e318002.1esy0060178981.sm) s B
Electricity Meter

ppcsmgwimeter-electricity:abf0f2a2:1esy0060778281 _sm

PPC Smart Meter Gateway (113

PPC Smart Meter Gateway ,‘ [ |

ppesmgw smgwabfif2aZ
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Implementation HAN Consumer Interface in Smart R
P S PPC

Home Systems — Example OpenHAB Pawer Plus Communications

OpenHAB HAN Consumer Interface binding characteristics:
« Time and FW status available
» Meter readings (consumption) available with time-stamp

 Reading interval can be specified

= Control

PPC Smart Meter Gateway @
Q FW Version 2‘1 929

Q Current Time

06.12.2076 11:18:37

Electric Meter @
(01 005e318002.1Tesy00601/8981 .sm)

© oo 245.754 kWh

_ © PPC 2017, www.ppc-ag.com 22



Implementation HAN Consumer Interface in Smart =~ £=8 PPC
Home SyStemS = Example OpenHAB Power Plus Communications
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Home SyStemS = Example Open HAB Power Plus Communications
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Implementation HAN CLS interface in Smart Home
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Source: BSI
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Implementation HAN CLS interface in Smart Home #2558 PPC
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1st approach: RESTful API
Used to access and control all connected devices to External Market Entities

OpenHAB

OpenHAB
API

CL

Y

CLS

SMG

GWA WAN EMT

—
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Implementation HAN CLS interface in Smart Home #2558 PPC
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SyStemS Power Plus Communications

2nd approach: Single Iltems

Provision of single items (i.e. channels of a thing) to be accessed and
controlled by an external market entity

OpenHAB
Thingl Thing2
CLS
SMGW
GWA WAN EMT
- Z |88
< < | ==
= gg
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Conclusion & Next Steps By PPC

. >
Add your Use'Case aS CLS'DGVlce ;wer‘PIus Communications

Generic approach for any Use Case:
- Implement CLS-Connection in Smart Home System

- Implement EMT in Backend-System

Smart Home System

CLS CLS
CLS
SMGW
GWA WAN EMT

—t
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Conclusion & Next Steps sy PPC
Add your Use-Case as CLS-Device Pover plus Commurication

Smart Building, Submeter Raiichimeld Smart Home, AAL, Sicherheit,
Mieterinformation HBmelenng, Sadeinic der Verbrauchsvisualisierung

~

e
vy

Hochsichere Kommunikationsplattform
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Questions?

Christian Freudenmann, PPC
Phone: +49 621 40165-247

Fax: +49 621 40165-111

Email: c.freudenmann@ppc-ag.de

Power Plus Communications AG - Dudenstral3e 6 - 68167 Mannheim « Germany * www.ppc-ag.com
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Thank you!

Christian Freudenmann, PPC
Phone: +49 621 40165-247

Fax: +49 621 40165-111

Email: c.freudenmann@ppc-ag.de

Power Plus Communications AG - Dudenstral3e 6 - 68167 Mannheim « Germany * www.ppc-ag.com



